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Message from the Chief
Audit Officer

The Annual Report of the Office of Audit
Services (OAS) highlights the major activities and
accomplishments of the Office for 2010-2011.

Although the beginning of the year started off like
many others, wrapping up loose ends on prior-
year projects while at the same time initiating new
ones, there came a whitlwind toward the end.
Our involvement in the Campus Solutions
(PeopleSoft Student System) implementation
came with more intensity than anticipated. That
created no problem, however, as staff of the OAS
take pride in being able to quickly respond to
changing priorities.

We appreciate project management bringing us
into the mix and making sure we are involved in
the system implementation from the outset. Our
primary role in the implementation is to help
ensure the system is designed and configured with
adequate security and controls and we have
committed significant personnel resources to do
so. We view our involvement in major system
implementations as one of the most important
services we can provide the University. We look
forward to working alongside the many talented
people assigned to the project to help make this a
successful implementation.

I remain most grateful to the staff of the OAS for
their tireless efforts in meeting the many
challenges placed before them. They care deeply
about FSU and are constantly striving to help
move this University forward and to make it even
greater than it already is! It is a privilege and a
pleasure to work with them all!

David P. Coury

Mission and Purpose

The OAS provides a systematic and disciplined
approach to assist members of the University
community with the effective discharge of their
responsibilities. This facilitation is intended to
reduce the risks to the University’s resources and
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reputation, as well as enhance the University’s
efficiency and effectiveness. The OAS
accomplishes these goals primarily by providing
audits, consulting services, and investigations.

Audits

Internal audits are conducted in conformance
with The International Standards for the Professional
Practice of Internal Auditing. 'The audits are generally
carried out in accordance with an annual Work
Plan approved by the President and the Board of
Trustees. The OAS takes a facilitative approach
to our audits by actively engaging with our
University colleagues in developing action plans in
response to audit observations. The following
audits were completed during 2010-2011.

Major Construction Projects

As requested by the Associate Vice President for
Facilities and in accordance with our Work Plan,
we audited two major construction projects: The
Student Success Building and the Conference
Center.

Student Success Building

o The agreement between the University
and the Construction Manager (CM) was
not clear regarding the limitation of wage
rates or what constitutes “actual salary
rate.” As a result, there appeared to be
either an overpayment to the CM of
$56,000 or an underpayment of $15,000;

o Most of the fringe benefits components
of the multipliers applied to salary
expenses and charged to the University
were greater than the rates supported by
the CM’s accounting records. Depending
on the interpretation of the contract and
whether bonuses are allowable, the
University overpaid the CM by an amount
ranging from $14,000 to $84,000;

J The CM billed and the University paid
$60,000 of questionable salary expenses;
and




We identified other costs totaling $1,660
that appear to be unallowable.

Conference Center

The agreement between the University
and the CM was not clear regarding the
limitation of wage rates or what
constitutes “actual salary rate.”
Depending on the interpretation of the
contract, there is either an overpayment or
underpayment to the CM ranging from an
overpayment of $177,000 to an
underpayment of $84,000;

Most of the construction multipliers
applied to salary expenses charged the
University were greater than the rates
supported by the CM’s accounting
records. Depending on the interpretation
of the contract and whether deferred
salaries are allowable, the University
overpaid the CM by an amount ranging
from $12,000 to $59,000;

As a result of an employee improperly
recording time worked on holidays, the
University overpaid the CM $537; and

We identified other costs totaling $3,582
that appear to be unallowable.

General Contract Administration

We identified several opportunities for Facilities
to strengthen general controls and procedures
over the administration of CM Agreements,
including:

Self-Performed Work — Facilities may
want to consider requiring an effort and
cost breakdown of bids to better ensure
fair pricing and delineation between
charges on trade contracts versus other
CM charges;

Conlflicts of Interest — Revising the CM
agreement to require CMs to disclose, in
writing, all related parties who plan to bid
on the project and who share the same or
related ownership, management, and/or

administration, and having such related
parties obtain prior written consent of the
Owner (FSU) before bidding on trade
contracts would help ensure that
University decision makers have the
information needed to evaluate the
bidding process and better manage any
potential conflicts;

o Salary Rates — Clarifying any limitation of
wage rates and fringe benefits multipliers
in FSU’s CM policy and boilerplate CM
Agreement would help avoid any
misunderstanding between the University
and the CMs and potential litigation;

o Pre-Audit — Verifying the reasonableness
of the proposed expenses prior to
entering into the contract would be a
proactive approach to help avoid
overcharges by the CM;

o Right-to Audit Clause — Strengthening the
right-to-audit clause in FSU’s boilerplate
agreements will better ensure the
University has full access to all data and
information of the CM that it needs to
ensure contract costs are reasonable and
legitimate; and

o Bid Threshold — Adding language to
FSU’s boilerplate agreements that clarifies
the dollar thresholds for requiring sealed
bids and other forms of competitive
pricing would help ensure compliance
with the University’s purchasing policy
and greater assurance the University is
obtaining goods and services at the most
effective prices by stimulating competition
and helping to prevent preferential
treatment.

Overall, we concluded the costs contained in the
audited project pay requests for the Student
Success Building and the Conference Center were
legitimate, accurate, propetly supported, and in
compliance with the applicable construction
contracts, which is indicative of Facilities staff’s
general due diligence in reviewing them. We also
concluded that promptly resolving the costs
questioned in the audit would help ensure
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successful recovery of overpayments to the CM.
Furthermore, we believe that conducting pre-
audits and strengthening and clarifying contract
and policy language will further strengthen
Facilities” control and administration over
construction contracts.

Information Technology Physical Security

In accordance with our Work Plan, we audited the
security and controls over physical access to the
University’s central network and building specific
communication rooms.

We determined that:

e  The central network communication rooms
were adequately secured; however, there are
opportunities to strengthen security to
building specific communication rooms;

e TFor rooms without swipe card access, there
were no procedures in place to record or
monitor entry into the rooms. For rooms
with swipe card access, access was not
periodically monitored;

e A central record of all communication rooms
and personnel with access to those rooms is
not maintained; and

e  Procedures are either not in place or have
not been effectively implemented to ensure
that personnel access to communication
rooms is appropriate.

We concluded that physical security controls over
the communication rooms are in place to help
minimize the risk of unauthorized access;
however, there are opportunities to strengthen the
security and controls over the University’s central
network and building specific communication
rooms by expanding the swipe card access system
and more effectively monitoring access to those
rooms.

FACET System

As requested by the Associate Vice President for
Budget, Planning and Financial Services and in

Annual Report 2010-2011

accordance with our Work Plan, we audited the
University’s Faculty Assignments, Commitments,
and Effort Certification Tracking (FACET)
System.

We determined that:

o The Office of Institutional Research (IR)
and the Office of Sponsored Research
Accounting Services (SRAS) are effectively
working together to coordinate and

monitor effort reporting within the
FACET system;

o Requiring all users, including faculty, to
complete training on effort reporting and
the FACET system will likely enhance the
efficiency of the effort certification
process;

o Due to limited time and staffing for the
system implementation, planned
committed effort per the award agreements
was not entered into FACET for projects
that were active when the system went into
production;

o The FACET system process for stopping
and reporting all employees on sponsored
projects whose pay exceeds the salary caps
for their sponsoring agencies was not
functioning propetly;

o The FACET system process for
monitoring and reporting the NSF salary
limitation for faculty was not functioning;

o The process to allocate actual effort to A-
21 cost sharing categories was not working
propetly; and

o The compliance system for Non-Exempt
employees is operating outside of the
FACET system.

Sponsored Research and Institutional Research
are tracking system problems and are meeting
monthly and working with the University’s ERP
Support Organization on resolution and
enhancements. Although the rules and guidelines
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in these areas are vast and complicated, the
University staff appears committed to making a
concerted effort to be in compliance.

The Athletics Department

In accordance with our Work Plan, we audited the
Athletics Department.

We identified significant opportunities to
strengthen the operations, management, and
oversight of the private athletic summer camps,
specifically related to:

o Operating Authority;

o Contractual Agreements;

o NCAA Compliance;

° Background Screening of Camp Personnel;
o Employment of University Staff;

o Liability Insurance; and

o Workers” Compensation.

During the audit, the Athletics Department began
working with the University’s Office of the
General Counsel to develop a template
contractual agreement to address all of the above
observations related to athletic summer camps.
The Athletics Department Business Office also
began determining how to facilitate an adequate
level of oversight over the camps through
organizational restructuring.

In other areas of the Athletics Department, we
also observed that there were opportunities to
strengthen controls over:

J Cash handling in the Athletics Department
Business Office;

o Physical security over the Ticket Office’s
vault and safe;

° The Ticket Office’s handling of credit card
transactions;

o The athletic event ticketing system and
physical access to the local barcode server;
and

o The issuance of complimentary tickets.

We concluded that more effective oversight of the
summer camps by the Athletics Department
would significantly reduce the financial, legal, and
reputational risks to both the University and the
coach-owners and will better ensure compliance
with state and federal laws, rules, and regulations;
NCAA rules; University policies and procedures;
and good business practices. We further
concluded that more effective management by the
Ticket Office over its logical and physical security
controls over the ticket systems should
significantly reduce the risk of having data
compromised.

Contract and Grant Purchasing Card
Purchases $1,000 or More

At the requests of the Assistant Vice President for
Research and the Director of Sponsored Research
Accounting Services (SRAS) and in accordance
with our Work Plan, we audited federal and non-
federal Contract and Grant (C&G) Purchasing
Card (P-Card) purchases of $1,000 or more.

We determined that:

o P-Card transactions were timely approved
by proxies; and

o All P-Card purchases reviewed were
allowable under federal/state rules and
regulations, sponsored research project
agreements, and University policies and
procedures, and where appropriate had
Cost Accounting Standards (CAS)
exemption forms.

We also identified opportunities to strengthen the

management and oversight of C&G P-Card
purchases related to:

o Monitoring by SRAS of P-Card Purchases
over $1,000;

o Accounting for Operating Capital Outlay
(OCO) purchases made with P-Cards;
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o Identifying and resolving the inappropriate
sharing of P-Cards;

o Detecting and correcting splitting of P-
Card purchases, which may be done to
avoid P-Card transaction limits;

J Ensuring that documentation submitted to
support P-Card transactions is adequate;

° Reconciling P-Card purchases; and

o Ensuring correct account codes for P-Card
purchases.

We concluded that controls over C&G
expenditures can be significantly strengthened by
SRAS establishing a process for monitoring P-
Card purchases over $1,000. The review by SRAS
will also reduce the risk of noncompliance with
federal laws, rules, and regulations.

Furthermore, we concluded a stepped-up
emphasis on the University community’s
awareness and compliance with the University’s
P-Card Manual may be warranted, as many of the
observations in this audit have been made in
previous OAS audits and reviews.

Our audit also led to an investigation by the FSU
Police and our office. The investigation resulted
in an employee being charged with a second
degree misdemeanor for fraudulent claims of
travel reimbursement.

Health Insurance Portability &
Accountability Act (HIPAA)

At the request of management and in accordance
with our Work Plan, we audited the University’s
management of information covered under the
provisions of the HIPAA. University entities
determined to be governed by HIPAA were the
Thagard Student Health Center, Psychology
Clinic, and the L. L. Schendel Speech and Hearing
Clinic.

The results of the audit indicate that:
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° There is no central oversight, policy,
procedure, or resource to manage or assist
departments in managing the HIPAA
regulations;

o The Thagard Student Health Center has
implemented effective policies and
procedures that reasonably ensure
compliance with the HIPAA; and

o There are significant opportunities for the
L.L. Schendel Speech and Hearing Clinic
and the Psychology Clinic to strengthen
compliance with HIPAA.

We concluded that designating a central office or
individual to be responsible for managing HIPAA
regulations will significantly increase compliance
with the HIPAA and thereby reduce the risk that
protected health information will be
compromised, which in turn will reduce the risk
of associated fines/penalties that can result from
noncompliance.

Academic & Professional Program
Services Auxiliary (APPS)

In accordance with our Work Plan, we audited
two auxiliaries within APPS: Assessment Services
Auxiliary (ASA) and Auxiliary Administration
Auxiliary (AAA). We determined that:

o There are opportunities for the ASA to

strengthen its internal controls over cash-
handling;

o The process of reconciling Purchasing
Card purchases for both Auxiliaries can be
strengthened;

o There were opportunities to strengthen
ASA’s expenditure reconciliation process;

o The development of customer billing rates
for the ASA and AAA was not sufficiently
documented; and

. For both auxiliaries, individuals were
identified with system access to OMNI
that was not needed.




Overall, we concluded the Auxiliaries have
established effective systems of internal control;
however, significant strengthening is needed in
their procedures to document the development
and periodic review of their rate methodologies.

Center for Ocean-Atmospheric Prediction
Studies (COAPS)

In accordance with our Work Plan, we audited
COAPS. We concluded that, overall, COAPS has
established effective systems of internal control;
however, revenues, expenditures, and P-Card
purchases were not reconciled in accordance with
University guidelines.

In Progress

Audits in progress at fiscal year-end were:

° Seminole Golf Course;
o Facilities Purchasing; and
o Panama City Campus.

Follow-up Activity

In conformance with the International Standards for
the Professional Practice of Internal Anditing, the OAS
follows up on audit observations and other
significant issues to determine if reported planned
actions have been taken in response to our
observations. Follow-up is performed every six
months and all observations are followed up on
until final resolution.

Consulting Engagements

Consulting services are a more informal way for
the Office to perform evaluations and share
collective knowledge, expertise, and insight into a
myriad of University services and functions.

Often, consulting services are requested in
advance by University administrators and are
included as part of the OAS annual Work Plan;
however, requests for these services are also made
during the year. The OAS remains committed to
providing the University community with
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proactive assistance on virtually any matter of
interest or concern whereby such assistance can
help management meet its goals and objectives.

The following major consulting engagements
were completed during 2010-2011.

Library Fines

At the request of management and in accordance
with our Work Plan, we reviewed fines assessed
by the University Libraries.

We concluded that increasing fines in general, or
beginning to assess fines against faculty for
overdue general circulation items would not have
a significant impact on increasing the timely
return of these materials. Revising other practices
related to non-returned items for all usets,
including charging faculty for the cost of replacing
these items, appears to have a greater potential to
motivate timely returns and mitigate losses.

We also did not identify any restrictions that
would preclude making fine revenue available for
the Library’s use.

Campus Solutions

The Campus Solutions implementation project is
a multi-year, multi-million dollar initiative to
implement the PeopleSoft student system. The
project team comprises numerous individuals
from many different departments and units across
campus.

The OAS assigned four individuals to the project,
three of which were assigned virtually full-time.
We serve in an advisory capacity only, with our
primary objective to help ensure the system is
implemented with adequate security and controls.
One of the four individuals also serves on the
project’s Steering Committee in a non-voting
capacity.

American Recovery and Reinvestment Act
(ARRA)

In accordance with our Work Plan, we reviewed
the University’s administration of the ARRA
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funds during fiscal year 2010-2011.

We reviewed Reguests to Spend ARRA Stimulus
Funds Forms to help ensure requests met ARRA
eligibility criteria.

Through our review of federal laws and guidelines
and discussions with staff in the Office of Budget
and Analysis (OBA), we determined the OBA had
adequate processes in place to accurately track,
document, and report ARRA expenditures. We
also monitored quarterly reporting to ensure
timeliness. The required quarterly reporting has
been timely.

In 2011-2012, we will test selected ARRA
expenditures to determine if funds were spent as
intended.

P-Card Continuous Review

Throughout the year, we continuously review
Purchasing Card transactions. We obtain the data
from central Accounts Payable, and through data
mining techniques we search for fraud, waste, and
abuse.

Our review led to an investigation by the FSU
Police and our office. The investigation resulted
in an employee being charged with Grand Theft
for misappropriating several thousand dollars.

University Fundraising

At the request of the Board of Trustee’s Finance,
Business and Audit Committee, we reviewed the
University’s report of pledges and gifts received
from January 15, through December 6, 2010.

The primary objective of our review was to
determine if the pledges and gifts were recorded
and counted in accordance with the University’s
policies and procedures, thereby making the
University President eligible for his bonus. We
concluded that, overall, gifts and pledges were
propetly recorded and counted.
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Financial Controls Review
College of Education

As requested by the Senior Vice President for
Finance and Administration and in accordance
with our Work Plan, we reviewed the controls in
the College of Education’s Office of the Dean.
We determined that operations could be
strengthened over the reconciliation of internal
records and over P-Card expenditures and
reconciliations; however, we concluded that,
overall, the Office of the Dean maintains an
effective system of internal controls.

Business Practices Enhancement
Program

The Business Practices Enhancement Program is
a program established within the OAS that is
intended to provide academic administrators with
an independent “high level” assessment of their
business operations. The program encompasses a
review of key business processes, practices, and
internal controls.

We completed reviews of the College of Motion
Picture Arts and the College of Arts and Sciences.

College of Motion Picture Arts — We reviewed
the College’s business practices in 12 areas and
determined the College met expectations in five
areas and had opportunities for strengthening in
seven. The Dean exhibited a keen interest in
internal controls and compliance with laws, rules,
and University policies and procedures, and
expressed a commitment to addressing the areas
identified in need of strengthening.

College of Arts and Sciences — We reviewed the
College’s business practices in three separate
organizational units: the Psychology Department,
Biological Sciences Department, and the Religion
Department. For each of these departments we
reviewed business practices for up to 13
procedural areas to determine if the departments
met expectations or had opportunities for
strengthening.

We concluded there are opportunities to
significantly strengthen business operations in key
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areas of both Psychology and Biology. We noted
the Dean’s Office is working diligently to address
those business areas that need attention. While
they do so, we suggested they may want to

consider if participating in the University Business

Administrators Program will further strengthen
their operations.

Investigations

The OAS receives complaints and allegations
from internal and external sources via telephone,
written correspondence, and direct referrals from
University offices and state agencies.

During 2010-2011, approximately 11 percent of
our direct effort was expended on general
investigations, including managing copyright
complaints. Four investigations, excluding sexual
harassment complaints, were completed during
the year and none were open at fiscal year end.

COMPLETED INVESTIGATIONS

Number

Description

Abuse of Time

Misappropriation of
Funds

Total

Murphree Hall

Longmire

Sexual Harassment
Investigations

The OAS is responsible for investigating
allegations of sexual harassment within the
University community. On September 1, 2011,
however, this responsibility is being shifted to the
Office of Human Resources.

During 2010-2011, we completed three sexual
harassment investigations and none were open at
fiscal year end.

Copyright Complaints

The OAS has served as the University’s central
repository for complaints alleging unauthorized
distribution of copyrighted material. The OAS
worked closely with the Office of Information
Technology Services (ITS) and the Division of
Student Affairs to ensure the complaints are
investigated and resolved. Primarily, these
complaints are received from organizations
representing the music recording and motion
picture industries alleging that students, faculty, or
staff are illegally downloading and sharing
copyrighted files from the Internet.

During 2010-2011, the Office received and closed
1,437 and 1,359 complaints, respectively. There
was a 190 percent increase in the number of
complaints received compared to the prior year.

Beginning July 1, 2011, I'TS became the central
repository for copyright complaints.

Office of Audit Services




History of Copyright Complaints
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B Complaints Received O Complaints Closed

Direct Services

Each year, the OAS conducts a risk assessment of University activities and services. The risk assessment
process includes interviews with the University President, Vice Presidents, and other key administrators.
Feedback received through these interviews contributes significantly to the successful development of our
annual Work Plan.

The annual Work Plan contains a detailed schedule of projects planned for the year. Estimated hours are
allocated to each project in an effort to optimize utilization of OAS staff.

Our direct service level of effort for 2010-2011 was 69 percent, higher than the prior year, but just short of

our goal of 70 percent. The two graphs that follow show the planned versus actual direct effort for fiscal
year 2010-2011 and an eight-year trend of direct effort for fiscal years 2003-2004 through 2010-2011.
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Activity Charts
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Sexual Harassment Policy
Training

The OAS presented the University’s policies on
sexual harassment and sexual battery to first-time
Teaching Assistants who attended the Fall and
Spring College Teaching Conference offered by
the Program for Instructional Excellence. The
training was also provided to academic
departments and administrative units at their
request.

During 2011-12, along with shifting the
responsibilities of investigating sexual harassment
complaints to the Office of Human Resources,
the Office of Human Resources will also be
responsible for providing related training to the
University community.

Professional Activities and
Certifications

The OAS is proud of the experience and
professionalism of its staff. During 2010-2011,
we continued our commitment to external
organizations that support higher education and
internal auditing activities. OAS staff members
belong to a number of professional organizations
including the:

e Association of College and University
Auditors;

o Institute of Internal Auditors;
e Association of Inspectors General;

o Association of Certified Fraud
Examiners; and

e Information Systems Audit and Control
Association.

Certifications

Our staff maintains various professional
certifications demonstrating their continued
commitment to the internal audit profession.
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During the year, two staff earned the Certified
Information Systems Auditor certification, a
highly prestigious certification in the field of
information systems auditing. Current
certifications held by staff include:

o (Certified Internal Auditor;

o (Certified Public Accountant;

o (Certified Fraud Examiner;

e Certified Information Systems Auditor;
e Certified Inspector General; and

e Certified Government Auditing
Professional.

In addition to professional certifications,
advanced degrees held by staff include:

o Master of Business Administration;
e Master of Science — Library Science;
e Master of Arts — Spanish; and

o  Master of Social Work.

Strozier Library
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Post-Project Surveys

Upon completing our audits and major consulting
engagements, the OAS provides the individuals
with whom we worked most closely on our
projects the opportunity to evaluate our services
through post-project surveys. These survey
results provide the OAS with valuable feedback
and are intended to help us improve our
operations.

Our University colleagues evaluate us on a scale
from 1 to 5 (with 5 being the most favorable) in
several categories, and provide an overall rating as
to the value provided by the engagement. The
compiled results of the surveys received for
projects completed during 2010-2011 are
indicated in the following chart:

AVERAGE
RATING
Professionalism 4.84
Relations of Staff 4.89
Communications 4.63
Technical
Knowledge 421

CATEGORY

Helpfulness 4.50

Report was
Unbiased
Report Issued
Timely
Clear and
Accurate Report

Overall
Provided Value

4.68

4.68

4.56

4.79

We recognize there is always room to improve
our services as we continually strive for
excellence.
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Upcoming Year

For 2011-2012, we have committed considerable
resources to the Campus Solutions
implementation. In addition, we have allocated
time to perform a self assessment of our
operations, which is part of a Quality Assurance
Review that will be performed by a team of our
peers. Our professional standards require we
have a QAR at least every five years.

We look forward to working with our colleagues
as we implement our 2011-12 Work Plan and to
the many challenges the new fiscal year will likely
bring!

The chart below reflects our expected allocation
of personnel resources during 2011-2012.

Allocation of Time for 2011-12

Administration
& QAR Contingency
13% 6%

Investigations
6%

Holidays/
Leave
17%

Training p Consulting
3% Audits Services
21% 34%
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A. DIRECT SERVICES
Audits

Payroll

Group Travel

Research Computer Server Security
Auxiliary Rate Review

Dissertation Deposits - Auxiliary
Seminole Golf Course*

Panama City Campus*

Purchasing - Facilities*

Audit Follow-up
Total Audit Hours

Consulting Services
Campus Solutions Implementation
Federal Audit (DHHS) Follow-up
Courtesy Appointments
Construction Bid/Purchasing Procedures
Central Office OMNI Roles
FSU Foundation Bank Reconciliations
American Recovery & Reinvestment Act *
P-card Continuous Monitoring

Academic Business Operations
College of Law

Total Consulting Services

Investigations
General

Total Investigations
Contingency
Total Direct Service Hours
B. INDIRECT SUPPORT
Self Assessment/Peer Review
Administration
Total Indirect Support Hours
C. OTHER
Staff Development Training
Holidays and Leave
Total Other
Total Hours Allocated

Total Anticipated Available Hours

Difference

* Prior-year Carryover

Florida State University
Office of Audit Services
2011-12 Work Plan

Hours

Allocated

450
600
450
500
400
150
600
100

3750

4000
500
160
300
200
100
100
170

500

6030

1000

Percentage

of Effort

1000

1150

500

I 11,930|

___ 1750

500

3000

L

3500

21%

34%

6%

7%

67%

13%

20%

17,680

17,680

0

100%




OFFICE OF AUDIT SERVICES
SUITE 407 WESTCOTT BUILDING
222 SOUTH COPELAND STREET
P.0. Box 3061390
TALLAHASSEE, FL 32306
PHONE: 850-644-6031
FAcsIMILE: 850-644-2576
E-MAIL: AUDITSERVICES@ADMIN.FSU.EDU
WEB: HTTP://WWW.AUDITSERVICES.FSU.EDU
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